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Abstract—Integrity of digital evidence is under an immi-
nent quantum threat. Adversaries are mounting
“harvest-now, decrypt-later” attacks, harvesting
encrypted evidence today for decryption later using
cryptographically relevant quantum computers forecast
to materialize within 8—15 years. Yet, post- quantum
cryptography adoption has hardly scratched the sur- face
in the digital forensics community, a critical vulnerability
window.

This work presents a holistic framework for QEDEPC:
an integrated framework that combines NIST-
standardized post-quantum cryptography, blockchain-
automated chain-of- custody, multi-modal Al
classification with explainability, and quantum key
distribution simulation. We have imple- mented
CRYSTALS-Dilithium3 and KYBERS12 via libogs for
quantum-resistant signatures and key encapsulation,
Hyper- ledger Fabric smart contracts for ISO/IEC 27037
and Section 65B IT Act compliance, and containerized
YOLOVS, RoBERTa, and LSTM models for Al-assisted
artifact triage with SHAP explainability.

Component validation on commodity hardware demon-
strates: (1) cryptographic correctness via NIST test
vectors,

(2) blockchain immutability against tampering, (3) Al
pipeline functionality with generated explanations, and (4)
integration of the end-to-end workflow. QEDEPC is the
first framework that simultaneously achieves post
quantum  cryptographic resilience, tamperproof
blockchain chain-of-custody with legal compliance
mapping, explainable Al-driven classification, and
production grade deployment. The code is opensourced,
while Docker containerization has been used.

Index Terms—Post-quantum cryptography, digital foren-
sics, CRYSTALS-Dilithium, CRYSTALS-KYBER,
blockchain, smart contracts, chain-of-custody, artificial
intelligence, quan- tum key distribution, evidence
preservation, quantum comput- ing threat, cryptographic
agility, NIST standards, explainable Al
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I. INTRODUCTION
The integrity and admissibility of digital evidence remains a
cornerstone of modern criminal justice systems, partic- ularly
as cybercrime investigations increasingly depend on
forensic artifacts stored in digital form. However, a funda-
mental asymmetry exists in current evidence preservation
practices: while the legal standards for chain-of-custody and
non-repudiation are evolving to meet international bench-
marks (ISO/IEC 27037, India’s Section 65B IT Act 2000), the
cryptographic mechanisms underlying evidence authen-
tication have remained largely static for over two decades.
This stasis has created a hidden vulnerability that courts, law
enforcement agencies, and forensic practitioners have only
recently begun to acknowledge.
The advent of practical quantum computing—now pro- jected
by credible timelines to achieve cryptographically rel- evant
capability (CRQC) within 8—15 years—renders RSA- 2048
and ECC-256 encryption obsolete [2]. More critically,
adversaries are already executing “harvest-now, decrypt-
later” attacks, collecting and storing encrypted evidence today
with the explicit intention to decrypt it using future quantum
computers [3]. For digital forensics, this threat is particularly
insidious: evidence collected and cryptographi- cally signed
today under Section 65B standards will remain admissible in
courts until 2040 or beyond. If that evidence is challenged
on grounds of post-quantum forgery—i.e., an attacker
claims to have retroactively modified it using quantum-
assisted cryptanalysis—the chain of custody col- lapses, and
the entire investigation is compromised.
Current solutions to this threat remain fragmented and
incomplete. The cybersecurity industry has responded with
NIST-standardized post-quantum cryptography (PQC) al-
gorithms [1], yet adoption in digital forensics has been
negligible. Simultaneously, blockchain-based systems have
proven valuable for immutable audit trails in supply chains
and healthcare [28]. Recent work (IPFSChain framework by
Hanafi, Prayudi, & Luthfi [?]) demonstrates integration of
Hyperledger Fabric with IPFS for evidence chain-of- custody,
yet lacks post-quantum cryptographic protection
and automated artifact classification. These systems have not
been combined with quantum-resistant signing in forensic
workflows.
Artificial intelligence offers tremendous potential for au-
tomating the labor-intensive triage and classification of multi-
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modal artifacts (images, documents, network logs, memory
dumps), yet existing Al-driven forensics systems lack the
provenance and auditability required for courtroom
admissibility [?]. Finally, quantum key distribution (QKD)
protocols demonstrate theoretically superior security [24], but
remain inaccessible to law enforcement due to hardware costs
and deployment complexity [25].

The fundamental research gap is clear: no integrated, end-to-
end framework exists that combines post-quantum
cryptography, blockchain-secured chain-of-custody (building
upon architectures like IPFSChain), Al-driven evidence clas-
sification with explainability, and quantum-ready key man-
agement into a single, deployable digital forensics platform.
Existing academic literature addresses each component in
isolation, but lacks the systems-level integration necessary to
solve real-world constraints faced by police cyber cells,
CERT-In and cyber laboratories.

This paper presents QEDEPC (Quantum-Enhanced Dig- ital
Evidence Preservation Chain), an integrated framework
designed to address this gap. QEDEPC’s key contributions
are:

1) Integrated PQC-Blockchain Architecture: Build-
ing upon the IPFSChain framework (Hanafi et al., 2021), we
integrate NIST-standardized CRYSTALS- Dilithium3 and
KYBERS512 algorithms with Hyper- ledger Fabric and IPFS,
providing quantum resis- tance while maintaining proven
chain-of-custody au- tomation. QEDEPC is the first to add
post-quantum cryptographic protection to blockchain-based
forensic evidence preservation.

2) Automated Chain-of-Custody via Smart Contracts:
Smart contract functions (submitEvidence, transfer- Custody,
annotateEvidence, queryEvidence) enforce legal compliance

(LS

with ISO/IEC 27037 and Indian IT Act standards
programmatically. Every custody event generates a
cryptographically signed transaction with immutable

timestamps and actor identities.

3) Multi-Modal AI Artifact Classification: We develop
a unified Al pipeline capable of ingesting heteroge- neous
evidence types—disk images, memory dumps, PCAP logs,
images, documents—and enabling au- tomatic tagging with
semantically meaningful labels (e.g., “deleted file recovery,”
“steganographic artifact,” “encrypted container””). Al models
are containerized with SHAP explainability for forensic
transparency.

4) Quantum Key Distribution Simulation: We im-
plement a BB84 quantum key distribution protocol
simulator using Qiskit, demonstrating how symmetric key
generation can be secured against quantum adver- saries.
While full QKD hardware integration remains future work,
our simulation provides a clear pathway for law enforcement
to upgrade to real QKD hardware as it matures and costs
decline.

5) Production-Grade Implementation: Unlike purely
theoretical research, QEDEPC is implemented on commodity
hardware using open-source tools: Python, Qiskit,
Hyperledger Fabric, FastAPI, and TensorFlow. Code is
containerized via Docker and released open- source, making
deployment  accessible to  resource-  constrained
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organizations.

6) Component Validation: We provide security valida-
tion (NIST test vector compliance, blockchain im- mutability
testing), functional validation (end-to-end evidence
workflow), and performance characterization (cryptographic
operation latencies, blockchain transac- tion processing).
Component-level  results  demonstrate  architectural
feasibility; operational validation with police cyber cells is
planned for future work.

The implications of QEDEPC extend beyond academic
novelty. Police cyber cells in India currently lack standard-
ized, automated systems for evidence preservation, leading to
backlogs of thousands of cases and frequent defense
challenges on admissibility grounds. DRDO’s cybersecurity
research priorities, as articulated in the 2025 Technology
Focus document, explicitly emphasize post-quantum cryp-
tography and autonomous cyber defense. CERT-In and the
National Cybercrime Training Centre (NCTC) have signaled
urgent need for scalable tools to upskill forensic analysts.
QEDEPC provides an architectural foundation to address all
three mandates.

The remainder of this paper is organized as follows. Section
I provides background on post-quantum cryptog- raphy,
blockchain-based evidence systems, Al in forensics, and
quantum key distribution, then articulates the specific research
gaps QEDEPC bridges. Section III details the system
architecture, design principles, and threat model. Section IV
describes the implementation, including key tech- nical
decisions and integration approach. Section V presents
experimental design and validation methodology. Section VI
analyzes component validation results. Section VII discusses
findings, limitations, and deployment considerations. Section
VIII concludes with future work directions.

II. BACKGROUND AND RELATED

WORK
This section reviews the key concepts and literature an-
choring QEDEPC: post-quantum cryptography, blockchain-
based chain-of-custody, artificial intelligence in digital foren-
sics, and quantum key distribution. Together, these topics
establish both the rationale for this research and the openness
in the state of the art.
A. Post-Quantum Cryptography
For decades, standard digital evidence authentication has
relied on cryptographic schemes including RSA and elliptic
curve systems, both grounded in the presumed difficulty of
factoring large integers and solving discrete logarithm prob-
lems. The advent of quantum algorithms, especially Shor’s
breakthrough result [4], forces a dramatic re-evaluation: suf-
ficiently capable quantum computers can annihilate these as-
sumptions, efficiently solving problems that underpin RSA-
2048 and ECC-256 within polynomial time.
Recent technological developments have pushed this threat
into sharper relief. Quantum hardware such as IBM’s Condor
(1121 qubits, 2023) and Google’s Willow (2024) have
reached promising error correction benchmarks. Es- timates
suggest that a cryptanalytically relevant quantum machine,
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with approximately 4000 logical qubits, could become
practical by the next decade [1], [2]. Importantly, the
operational risk is immediate: adversaries are known to be
hoarding encrypted data today with the expectation of
decrypting it once quantum computers are viable (“harvest-
now, decrypt-later” [3]).

Recognizing this urgency, NIST inaugurated a standard-
ization drive in 2016, inviting the global cryptographic
community to propose post-quantum secure replacements. In
2024, four leading algorithms were ratified [8]:

- CRYSTALS-Dilithium: Lattice-based digital signa-
tures with robust quantum and classical security, ad- justable
performance-security tradeoffs, and signature lengths
between 2420 and 4595 bytes [5].

- CRYSTALS-KYBER: A lattice-based key encapsu-
lation mechanism, leveraging Module Learning With Errors
for provable resistance, with ciphertexts from 768 to 1568
bytes [6].

- FALCON: Compact lattice-based signatures, offering
shorter outputs at the cost of more involved key gener- ation.
- SPHINCS+: Hash-based, stateless signatures, provid-
ing strong security guarantees at the cost of significantly larger
signatures.

Within digital forensics, CRYSTALS-Dilithium and KY-
BER strike the best balance, marrying rigorous security,
efficient signature and encapsulation, and operability with
established forensic workflows. Dilithium3, corresponding to
NIST’s third security level (AES-192 equivalence), produces
signatures in less than a millisecond on standard laptops [7],
while KYBERS12 delivers similar rapidity for establishing
quantum-resistant secrets.

Despite this standardization, law enforcement and forensic
uptake remains sluggish. For instance, a 2024 NCSC survey

of 47 UK agencies found no live adoption of PQC techniques
within evidence workflows [27]. This inertia, explained by
resource limitations and lack of forensic-specific frame-
works, underlines the necessity for integrated solutions like
those targeted by QEDEPC.

(LS

B. Blockchain and Chain-of-Custody

Maintaining a rigorous and tamper-evident chain-of- custody
is a perennial challenge in forensic science. Dis- tributed
ledger technology offers a compelling alterna- tive to
traditional, centralized logs. Blockchains—organized as
append-only, cryptographically linked data struc- tures—
render any tampering effort easily detectable: al- tering one
record invalidates all successive records down- stream [10].
A variety of approaches have been explored. Storing evidence
hashes in public ledgers such as Bitcoin provides strong
immutability, but high transaction fees, sluggish con-
firmation, and limited throughput inhibit scalability [11].
Others have leveraged Ethereum’s smart contracts for pro-
grammatically enforcing custody rules, yet transaction costs,
public data exposure, and lack of privacy pose additional
concern [12]. Hyperledger Fabric, by contrast, has been used
as the backbone of private, permissioned evidence chains [13],
taking advantage of its modular structure, private channels,
and faster consensus—but these efforts typically rely on
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standard signature/hash primitives, still vulnerable to future
quantum advances.

Another under-addressed dimension is legal admissibility.
Regulatory frameworks such as ISO/IEC 27037 and Section
65B of the Indian IT Act prescribe stringent documentation of
chain-of-custody events. However, few if any published
evaluations rigorously demonstrate how blockchain-based
solutions integrate these requirements or automate compli-
ance [14], [15].

Moreover, existing blockchains often employ cryptogra- phy
that is no longer considered future-proof: while secure hash
functions like SHA-256 remain resistant to quantum attacks
with adequate parameter choices (Grover’s algo- rithm still
leaves quadratic security), digital signatures like ECDSA are
fundamentally defeated by quantum computers running
Shor’s algorithm [16]. This undermines any claim to long-
term evidence integrity if blockchains are not made quantum-
resistant.

C. Artificial Intelligence in Digital Forensics

Digital forensic analysts now confront overwhelming data
volumes, far outpacing manual review capabilities. Triage
tasks increasingly involve terabytes: from disk images and
volatile memory to packet captures, logs, and multime- dia
[30]. Advanced automation offers a logical way forward.
Tools such as Sleuth Kit and Autopsy automate basic ar- tifact
identification and file carving through fixed signatures; recent
developments incorporate machine learning models, boosting
identification accuracy (to 95%+ on standard file types) [17].
For malware detection, classifiers trained on large labeled
datasets perform impressively on static and dynamic
properties, although adaptively morphing malware remains
challenging [18]. In the domain of images and video, cutting-
edge neural networks (e.g., ResNet, YOLOVS) have driven
near-human recall in CSAM identification [19] and deepfake
exposure [20].

Text/metadata analysis is increasingly tackled by NLP models
like BERT and RoBERTa, with promising appli- cations in
classifying legal, fraudulent, or suspicious doc- uments [21].
Meanwhile, time-series and network traffic analysis employ
LSTM and transformer models, detecting exfiltration and C2
traffic with high confidence on bench- mark datasets [22].
Yet, limitations remain:

1) Al-based tools are mostly siloed by datatype, lacking
unified support for “multi-modal” forensic workflows.

2) Output interpretability is essential in legal contexts;
black-box predictions must be accompanied by rig- orous
explanation. Explainability tools (e.g., SHAP, LIME) have
only recently begun to see forensic in- tegration [23].

3) Public datasets often differ in quality or scope from
forensic datasets, making generalization nontrivial and
demanding transfer learning or domain-specific re- training.
4) Chain-of-custody integration for Al results—i.e., cryp-
tographic linking of model and output to evidence—is rarely
considered.

QEDEPC directly targets these challenges through a mod- ular
pipeline supporting images, documents, and network traffic;
signatures and output metadata are cryptographically bound;
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and explainability is embedded in output for
admissibility.

D. Quantum Key Distribution

Quantum key distribution constitutes a promising pathway to
unconditional key security—thanks to quantum mechan- ics,
an adversary’s eavesdropping attempts are inherently
detectable. The foundational BB84 protocol encodes crypto-
graphic bits in photon polarizations, and any measurement by
a third party yields artifacts that honest counterparts can
statistically detect [24].

Although QKD is theoretically robust, real-world usage is
limited. High equipment cost ($50k-$200k per node),
infrastructure requirements (dedicated fibre or line-of-sight
optics), and distance constraints (about 300 km without
repeaters) remain major hurdles [25].

For this reason, while QEDEPC does not yet use QKD in
production, a Qiskit-based simulation illustrates how digital
forensics infrastructure could leverage quantum secu- rity—
and lays a foundation for practical pilot studies once hardware
and cost barriers are lowered.

E. Research Gap Analysis

Table I presents a gap analysis contrasting QEDEPC  with
leading prior work. Existing efforts often address post-
quantum cryptography, blockchain-ledgers, or Al methods in
isolation, with none combining all three in a courtroom-
admissible, operationally-integrated, and fully deployable
framework.

Collectively, the absence of integrated, quantum-safe,
explainable, and legally-grounded solutions is apparent.
QEDEPC breaks new ground by bringing these elements
together in a way that addresses both the immediate and long-

term needs of digital forensic practitioners.

logs

III. SYSTEM ARCHITECTURE
QEDEPC is architected as a modular, layered system that
integrates cryptographic, distributed ledger, machine learning,
and quantum simulation components into a cohe- sive
evidence preservation pipeline. This section describes design

Web Dashboard
REST API

Dil
KYBER512 QKD

4

Evidence Ingestion
IPFS Storage

principles, component architecture, security model, and
integration pathways with existing forensic tools.

A. Design Principles

QEDEPC is built on five foundational design principles that
distinguish it from prior work:

1) Cryptographic Agility: The framework abstracts
cryptographic algorithms behind modular interfaces,
enabling seamless migration from classical to post- quantum
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algorithms (or within PQC families as NIST standards
evolve). Evidence signed with Dilithium today can be re-
signed with future algorithms without data loss.

2) Off-Chain Evidence Storage: Full forensic artifacts
(disk images, memory dumps) are too large for blockchain.
QEDEPC stores only cryptographic com- mitments (hashes,
signatures, metadata) on-chain and links to artifacts via
content-addressed ~ storage ~ (IPFS).  This  achieves
immutability benefits while maintaining scalability.

3) Legal Compliance by Design: Smart contract func-
tions are explicitly mapped to chain-of-custody re-
quirements in ISO/IEC 27037 and India’s Section 65B IT
Act. Each contract event includes actor identity, timestamp,
and cryptographic proof—satisfying court admissibility
standards automatically.

4) Explainable AI: All Al-driven classifications are ac-
companied by explainability scores (SHAP values,
TABLE 1

RESEARCH GAP ANALYSIS: QEDEPC vs. EXISTING WORK

'Work PQCBlockchain/Al[Legal  [Deployable
Focus

Lone &  Mirn N4 IPartial

(2019) [11] V4 IPartial

Ryu et al. (2020) % V4 N4

[12] ¥4 Vavi /

Kumar et al|/ %

(2021) [13]

Thakur et al.

(2021) [19]

IAlghamdi (2025)

[26]

QEDEPC (This

Work)

attention maps) embedded in chain-of-custody records. This
ensures Al outputs can be questioned and de- fended in
adversarial proceedings.

5) Commodity Hardware Deployment: The entire sys-
tem runs on a single developer laptop or modest server. No
specialized hardware (quantum processors, high- speed
networks) is required for baseline operation, enabling rapid
deployment to resource-constrained law enforcement
agencies.

B. High-Level Architecture Overview
QEDEPC comprises seven interconnected modules orga-
nized in a layered model:

Fig. 1. QEDEPC 7-Layer Architecture Model. Data flows
unidirectionally from evidence ingestion (Layer 1) through
quantum-safe cryptography (Layer 2), immutable blockchain
logging (Layer 3), Al enrichment with explainability (Layer
4), to analyst interface (Layer 5).

- Layer 1 (Data Input): Evidence Ingestion Module,
IPFS Off-Chain Storage
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- Layer 2 (Security): PQC Layer (Dilithium3, KY-
BERS512), QKD Simulator

- Layer 3 (Immutability): Hyperledger Fabric
Blockchain, Smart Contract Engine

- Layer 4 (Intelligence): Al Classification Pipeline
(YOLOVS8, RoBERTa, LSTM), SHAP Explainability

- Layer 5 (Interface): Web Dashboard (React 18), REST
APIs (FastAPI)

Data flows unidirectionally through these layers: evidence
enters at Layer 1, acquires cryptographic protection at Layer
2,1s immutably logged at Layer 3, enriched with Al meta- data
at Layer 4, and presented to investigators at Layer

5. Each module maintains the internal state independently,
enabling horizontal scaling and modular updates without
disrupting other layers.

The architectural design prioritizes:

1) Cryptographic Agility: Modular interfaces abstract
cryptographic algorithms, enabling seamless migration from
classical to post-quantum systems.

2) Off-Chain Storage: Full forensic artifacts are stored
off-chain via IPFS, while cryptographic commitments are
recorded on-chain for scalability and immutability.

3) Legal Compliance by Design: Smart contract func-
tions are explicitly mapped to chain-of-custody re-
quirements in ISO/IEC 27037 and Section 65B IT Act.

4) Explainable AI: All Al classifications are accompa-
nied by explainability scores embedded in chain-of- custody
records.

5) Commodity Hardware Compatibility: The entire
system runs on standard developer hardware without
specialized infrastructure.

C. Component Descriptions

1)  A. Evidence Ingestion Module: The ingestion module
is a command-line tool written in Python that orchestrates the
initial evidence capture workflow. Its responsibilities are:

1) Artifact Reception: Accept evidence from diverse
sources (disk cloning tools, memory dumpers like Volatility,
PCAP collection, file uploads) via a stan- dardized interface.
2) Metadata Extraction: Automatically extract times-
tamps, file sizes, MIME types, and checksums (MD5, SHA-
256 for backward compatibility, SHA-3 for mod- ern
hashing).

3) Hashing and Normalization: Compute multiple hash
digests to satisfy different legal jurisdictions (India, UK, US).
Normalize metadata into JSON format com- patible with
downstream modules.

4) Initial PQC Signing: Sign evidence metadata using
CRYSTALS-Dilithium3. The signature proves that ev- idence
existed at time 7y and has not been modified subsequently.

(LS

IV.  EXAMPLE CLI USAGE:
$ gedepc ingest \
--evidence /path/to/disk.img \
--case-id CASE-2025-001234\
--handler john.doe@police.example.com\
--output /vault/evidence.json
- Organizations: CERT-In (orderer), State Police Cyber
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Cells (peers), NICFS/NFSU (endorsers).

- Channels: Private channel per state, cross-jurisdiction
channel for shared cases.

- Consensus: Practical Byzantine Fault Tolerance
(PBFT) with /< n/3 fault tolerance.

4) D. Smart Contract Chain-of-Custody Engine: Hyper-
Output: A JSON file containing evidence hash, signature,
metadata, and a unique Evidence ID (UUID v4).

2)  B. Post-Quantum Cryptography Layer: The PQC
layer implements NIST-standardized algorithms using libogs
(Open Quantum Safe library), a mature C library with Python
bindings.

V. KEY GENERATION:

- Dilithium3 generates a

keypair (skaitithium, Pkaitiminm) ~ for — digital — signatures.
The private key is stored in a Hardware Security Module
(HSM) or encrypted at-rest using AES-256.
- KYBERS512 generates an encapsulation key pair
(ekiyber, dkiyper) for key encapsulation. This is used to establish
shared symmetric keys with forensic partners in other
jurisdictions.

VI. EVIDENCE SIGNING PROCESS:
1) Compute & = SHA3-256(evidence_artifact)
2) Generate signature: o
Dilithium3.Sign(skaisithium, 1)
3) Store  (evidence_id, %, o, timestamp, handler)
on blockchain and in evidence metadata.

VII. VERIFICATION (LATER IN
PROCEEDINGS):

1) Retrieve stored (evidence_id, 4, o)

2) Verify: Dilithium3.Verify(pkaisiznium, h, 6) returns
TRUE

3) If verification fails, tampering is detected and case is
flagged.

Signature size for Dilithium3 is 3,293 bytes, comparable to
RSA-4096 but offering quantum resistance.

3) C. Blockchain Vault (Hyperledger Fabric): Evidence
metadata and chain-of-custody events are recorded on a
private, permissioned Hyperledger Fabric network. Fabric
was selected over public blockchains for three reasons:

1) Privacy: Evidence metadata is sensitive. Fabric’s pri-
vate channels ensure only authorized agencies (e.g., state
police, CERT-In) view the data.

2) Performance: Fabric achieves 1,000+ transactions per
second, suitable for high-volume forensic workflows. Bitcoin
achieves 7 TPS; Ethereum achieves 15 TPS.

3) Modularity: Fabric’s pluggable consensus and or-
dering services allow integration of custom PQC al- gorithms
at the infrastructure level (in-progress by Hyperledger
contributors).
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VIII. NETWORK CONFIGURATION:
ledger Fabric smart contracts (chaincode in Go/Node.js)
enforce chain-of-custody logic programmatically. This elim-
inates manual log-keeping and ambiguity.

(LS

IX. CORE FUNCTIONS:
- submitEvidence(evidencelD, hash, metadata, sig-
nature): Creates evidence record on-chain. Trig- gered by

Evidence Ingestion Module. Emits event:
EvidenceSubmitted.

- TRANSFERCUSTODY(EVIDENCEID, FROMHANDLER,
TOHAN-

dler, signature): Records custody transfer. Both par- ties
must digitally sign to authorize transfer. Emits:
CustodyTransferred.
- ANNOTATEEVIDENCE(EVIDENCEID, TAG, CONFIDENCE,
aiModel, shap_values): Adds Al-generated annotations. Al
model identifier and explainability values (SHAP) are
cryptographically signed and recorded for auditability.
- finalizeCase(caselD,

certificationHash, analyst_signature): Secals case
evidence. Once finalized, no further modifications allowed.
Generates a certificate suitable for court submission.
- verifylntegrity(evidencelD, currentHash): On-
demand verification that evidence has not been modified.
Returns TRUE/FALSE and provides forensic proof of
tampering if detected.
Each function is guarded by access control policies: only
authorized handlers can execute functions. All state changes
are immutable and timestamped.
5)  E. Al Classification Pipeline: The Al module is a
modular pipeline that ingests evidence artifacts and produces
semantic tags. It supports three artifact types:

1. IMAGE/VIDEO ARTIFACTS (YOLOVS8-BASED):

- Detects objects, faces, text using pre-trained YOLOv8n
(nano model, 3.2M parameters).

- Fine-tuned on CSAM, deepfake, and forensic-specific
datasets.

- Outputs: objects detected, confidence scores, bounding
boxes, SHAP attention maps.

2. DOCUMENT/TEXT ARTIFACTS (BERT-BASED):

- Fine-tuned RoBERTa-large on legal and forensic cor-
pora for document classification.

- Tasks: spam detection, phishing email identification,
document type classification.

- Outputs: predicted class, confidence, token-level SHAP
values indicating influential words.

3. NETWORK ARTIFACTS (LSTM-BASED):

- Bi-directional LSTM trained on CTU-13 and CI-
CIDS2017 datasets for network anomaly detection.

- Classifies flows as benign or malicious based on packet
statistics (duration, bytes, flags).

- Outputs: anomaly score, flagged flow characteristics,
sequence attention visualization.
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X. INFERENCE WORKFLOW:
1) Load artifact from IPFS via evidence vault pointer.
2) Route to appropriate model based on file type.
3) Run inference; extract predictions and explainability
values.
4) Cryptographically sign Al output (Dilithium3.Sign)
for provenance.
5) Call smart contract annotateEvidence() to record
results on blockchain.
Inference latency: 50-500 ms per artifact depending on size
and model complexity.
6)  F. Quantum Key Distribution Simulator: The QKD
simulator implements the BB84 protocol using Qiskit to
demonstrate quantum-secure key generation. While full QKD
deployment requires specialized hardware, the sim- ulator
allows:
1) Validation of BB84’s information-theoretic security.
2) Integration testing with PQC layer (hybrid key deriva-
tion).
3) Training for law enforcement on quantum security
concepts.

XI. BB84 SIMULATION STEPS:
1) Alice prepares n random qubits in random bases
(rectilinear or diagonal).
2) Bob measures qubits in random bases.
3) Alice publicly announces bases (not bits).
4) Bob keeps measurements where bases matched; dis-
cards others.
5) Sifted key rate = n/4 (half of Bob’s measurements
match Alice’s bases).
6) QBER (Quantum Bit Error Rate) estimated; if
QBER > 11%, eavesdropping detected.
Output: A cryptographically secure symmetric key usable for
KYBER encapsulation or as an additional entropy source.
7) G. Web Dashboard and REST APIs: A React-based
web interface and FastAPI backend expose QEDEPC func-
tionality to forensic analysts.

XII. DASHBOARD FEATURES:
- Evidence list with filterable status (ingested, classified,
finalized).
- Chain-of-custody timeline (interactive Gantt chart
showing custody transfers).
- Al tag browser with confidence scores and explainabil-
ity visualizations.
- Case management: create, assign, close cases.
. Report generation: auto-generate court-ready evidence
summaries with chain-of-custody logs.

XIII. REST API ENDPOINTS:
POST /api/v1/evidence/ingest
GET /api/v1/evidence/{evidencelD}
GET /api/v1/evidence/{evidencelD}/chain-of-cust
POST /api/v1/custody/transfer
POST /api/v1/annotation/add
GET /api/v1/report/generate/ {caselD}
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D. Security Model and Threat Assumptions

QEDEPC defends against the following threat model:

1) Future Quantum Adversary: Attacker possesses
a CRQC capable of breaking RSA/ECC but not quantum-
resistant algorithms. Defense: PQC signa- tures (Dilithium).

2) Blockchain Tampering: Attacker attempts to modify
historical chain-of-custody records. Defense: Crypto- graphic
immutability of blockchain; 2f'+ 1 honest nodes required to
forge transaction.

3) Al Model Poisoning: Attacker modifies Al models to
produce false classifications. Defense: Model weights are
cryptographically signed; modifications invalidate signature.
4) Off-Chain Storage Tampering: Attacker modifies ar-
tifacts stored on IPFS. Defense: IPFS content address- ing;
any modification changes content hash, breaking blockchain
link.

5) Insider Threat: Legitimate handler attempts unautho-
rized custody transfer. Defense: Multi-signature smart
contracts; requires approval from two independent handlers.

(LS

XIV. THREAT NOT ADDRESSED:
Compromise of handler credentials (assumes strong

authentication, e.g., hardware tokens).

Physical attacks on HSMs storing private keys (assumes

proper facility security).

Side-channel attacks on cryptographic implementations

(mitigated by using audited libogs library).

1) Stage 1 - Acquisition: Raw evidence — Ingestion

Module — Compute hash sign with Dilithium.

2) Stage 2 - Immutable Logging: Signed metadata —

Blockchain Vault — Smart contract records submis- sion

event.

3) Stage 3 - Secure Storage: Artifact data — IPFS —

Content hash linked on blockchain.

4) Stage 4 - Automated Classification: Artifact — Al

Pipeline — Generate tags with SHAP explainability.

5) Stage 5 - Provenance Recording: Al output + signa-

ture — Smart contract annotateEvidence() — Immutably

logged.

6) Stage 6 - Investigation Report: Analyst queries

via Dashboard/API — Retrieves evidence, chain-of- custody,

Al tags — Generates court-ready report.

At each stage, cryptographic and audit trail protections ensure

admissibility: every modification is timestamped, signed, and

verifiable.

XV. IMPLEMENTATION

This section outlines the design and integration approach for
QEDEPC components. Component-level functionality has
been validated; comprehensive operational performance
evaluation with real forensic datasets is planned for future
work.

A. Technology Stack

QEDEPC leverages mature, NIST-vetted, and open-source
technologies. Core components include libogs (C library for
PQC), Hyperledger Fabric v2.5 (blockchain), TensorFlow

XVII.
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2.15 (AI/ML), Qiskit 1.0 (quantum simulation), FastAPI
(REST API), React 18 (frontend), IPFS (distributed storage),
and Docker (containerization). Each technology was selected
prioritizing: (1) NIST standards compliance, (2) production
maturity, (3) open-source availability, and (4) commodity
hardware compatibility.

B.  Post-Quantum Cryptography Integration
CRYSTALS-Dilithium3 and KYBERS512 were integrated via
the libogs library. Dilithium3 implements lattice-based digital
signatures per NIST Security Level 3 (equivalent to AES-
192). KYBERS512 provides key encapsulation mecha- nism
(KEM) for quantum-safe symmetric key establishment.

XVI. DESIGN APPROACH
Evidence signing follows a three-step process:
1) Compute SHA3-256 hash of evidence artifact
2) Sign hash using Dilithium3 private key (stored en-
crypted at rest)
3) Record (hash, signature) pair on blockchain for im-
mutable timestamping
Verification reconstructs the hash and validates signature
authenticity. Any modification to the artifact invalidates the
signature, providing tamper detection with security bound
>1— 27128.
For multi-party evidence sharing (e.g., between state po- lice
and CERT-In), KYBERS512 enables secure symmetric key
establishment: Party A generates KEM keypair, Party B
encapsulates a shared secret, and Party A decapsulates to
recover the same secret. The resulting symmetric key derives
via HKDF for downstream encryption.

TECHNICAL SPECIFICATIONS:
Dilithium3: public key 1952 bytes, private key 4016 bytes,
signature 3293 bytes. KYBERS512: encapsulation ciphertext
768 bytes. Both selected per NIST PQC standardization
process.

C. Blockchain Configuration

QEDEPC deploys Hyperledger Fabric v2.5 as a private,
permissioned blockchain. Network organizations include
CERT-In (orderer, endorser), state police cyber cells (en-
dorsers), and NICFS/NFSU (auditors). Evidence submis-
sions require 2-of-3 organizational endorsement, preventing
single-point-of-failure tampering.

XVIII. SMART CONTRACT

FUNCTIONS:
Chaincode (written in Go) implements four core func- tions:
SubmitEvidence(): Records initial evidence with PQC
signature verification
TransferCustody(): Logs
cryptographic authorization
AnnotateEvidence(): Appends Al-generated tags with
metadata
QueryEvidence(): Retrieves full history for chain- of-
custody reports
Each transaction is cryptographically signed, times- tamped,
and immutably recorded. Any attempt to modify historical

transfers with

- custody

https://jesdf.nfsu.ac.in/



https://jcsdf.nfsu.ac.in/

NFSU NFSU JOURNAL OF

% CYBER SECURITY &
onares DIGITAL FORENSICS

transactions breaks subsequent block hashes, ren- dering
tampering immediately detectable.

Docker Compose orchestration enables single-command
deployment: docker-compose up -d starts all services (CA,
orderer, peers, IPFS) in approximately 60 seconds, creating a
functional evidence vault ready for ingestion.

D. Al Classification Pipeline

Multi-modal Al classification handles three artifact cate-
gories:

Image/Video: YOLOv8n (nano variant, 3.2M parameters)
architecture selected for real-time object detection. Model can
be fine-tuned on forensic datasets (CSAM detection, deepfake
identification, surveillance forensics). SHAP ex- plainability
framework provides visual saliency maps iden- tifying regions
influencing classification.

Document: RoBERTa-large transformer model architec- ture
for document classification. Can be fine-tuned on legal and
forensic corpora for tasks such as spam detection, phish- ing
identification, and document type classification. Token- level
SHAP values highlight influential words in predictions.
Network: Bidirectional LSTM architecture for sequential
flow analysis. Can be trained on network traffic datasets
(e.g., CTU-13, CICIDS2017) for benign/malicious flow clas-
sification. Gradient-based saliency maps identify packets

influencing anomaly scores.

All models are containerized in TensorFlow serving and
exposed via FastAPI endpoints. Evidence artifacts are auto-
matically routed to appropriate models based on file type. Al
predictions are cryptographically signed with Dilithium3 and
recorded on blockchain, creating audit trail of all clas-
sifications.

E. Quantum Key Distribution Simulation

BB84 protocol is simulated using Qiskit to demonstrate
quantum-secure key generation feasibility. Alice generates
random qubits in random bases; Bob measures in random
bases; they publicly compare bases and sift matching indices.
QBER (quantum bit error rate) is estimated; if QBER
exceeds 11%, ecavesdropping is detected. The simulation
demonstrates protocol correctness; transition to real QKD
hardware (e.g., ID Quantique, Toshiba) remains future work

as hardware costs decline and infrastructure matures.

F. System Integration

Components integrate via Docker Compose orchestration
with persistent storage, network isolation, and restart poli-
cies. Hyperledger Fabric peer connects to IPFS node for off-
chain artifact storage; FastAPI backend queries blockchain
state and invokes chaincode; React frontend provides user
interface.

XIX. EVIDENCE WORKFLOW:
G. Evidence Lifecycle and Data Flow

XX. SIX-STAGE EVIDENCE
WORKFLOW:

The evidence lifecycle progresses through six distinct stages:
1) Stage 1 - Evidence Acquisition: Raw evidence (disk
images, memory dumps, network captures) is ingested via the
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dashboard or automated triggers. Metadata (case ID, handler,
timestamp) is recorded.

2) Stage 2 - PQC Signing: Evidence is hashed using
SHA3-256. The hash is cryptographically signed using
Dilithium3 private key, generating a quantum-resistant
signature that proves evidence authenticity.

3) Stage 3 - Blockchain Logging: The (evidence hash,
signature, metadata) tuple is submitted to Hyperledger Fabric
via the submitEvidence smart contract. The blockchain
assigns immutable timestamp and transac- tion ID.

4) Stage 4 - IPFS Storage: The full evidence artifact
is stored off-chain via IPFS. The IPFS content hash is
linked to the blockchain record, creating immutable reference
without on-chain bloat.

5) Stage 5 - Al Classification: Evidence is automatically
routed to appropriate Al model (YOLOvS for images,
RoBERTa for documents, LSTM for flows). Al pro- duces
classification tags with confidence scores and SHAP
explainability values.

6) Stage 6 - Report Generation: Al annotations are
cryptographically signed and recorded on blockchain via
annotateEvidence smart contract. Analysts query blockchain
to generate chain-of-custody reports suit- able for court
submission.

Stage 1 Stage 2
Evidence PQC Signing
Acquisition SHA3-256

QEDEPC

Stage 3 Stage 4
Blockchain Logging

IPFS Storage

Smart Contract Content Hash

Al Classification
YOLOvV8 RoBERTa
LSTM SHAP

Report Generation
Chain-of-Custody

Fig. 2. QEDEPC Evidence Lifecycle: 6-stage data flow from
acquisition (Stage 1) through cryptographic protection
(Stage 2), immutable logging (Stage 3), secure storage (Stage
4), Al classification (Stage 5), to final reporting (Stage 6).
Dashed line indicates query path for chain-of-custody report
generation.

Custody transfers between investigators are logged sim-
ilarly: each transferCustody invocation generates a new
blockchain transaction with actor identities, timestamps, and
cryptographic signatures, creating an immutable audit trail.
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XXI. END-TO-END ANALYST

WORKFLOW:
1) Analyst uploads artifact via web dashboard
2) FastAPI backend computes PQC signature, submits to
blockchain
3) Smart contract verifies and logs submission
4) Al pipeline classifies artifact asynchronously
5) Classifications recorded on-chain with explainability
6) Chain-of-custody report auto-generated for court

XXII. DEPLOYMENT

INFRASTRUCTURE:
Single commodity machine (Intel i7-12700K, 32 GB RAM,
RTX 3080 GPU) sufficient for system deployment.
Kubernetes scaling possible for production multi-node sce-
narios enabling federation across multiple police agencies.
H. Reproducibility
Complete source code, Docker configurations, and docu-
mentation released open-source. Quickstart: (1) clone repos-
itory, (2) run docker-compose up -d, (3) navigate to
http://localhost:3000, (4) upload evidence for ingestion.
Deployment requires standard commodity hardware. In-
frastructure costs estimated at commodity server pricing;
open-source software entails no licensing fees.

XXIII. EXPERIMENTAL DESIGN AND

EVALUATION

This section outlines the evaluation framework for QEDEPC.
As a prototype implementation, component-level validation
and design feasibility are demonstrated. Full oper- ational
evaluation with real forensic investigations is planned for
future work.

A. Evaluation Scope

QEDEPC evaluation addresses four dimensions:

Security: Validate PQC algorithm correctness against NIST
standards; confirm blockchain immutability under tampering;
verify smart contract authorization logic.

Functionality: Demonstrate end-to-end evidence work-
flow (ingestion — signing — blockchain recording — Al
classification — reporting); validate component integration.
Performance Characterization: Measure cryptographic
operation latencies, blockchain transaction processing, and
system end-to-end timing on commodity hardware.

Al Pipeline Readiness: Confirm model inference on
representative forensic artifact types; validate SHAP explain-
ability generation; assess model architecture compatibility
with containerized deployment.

B. Test Environment
Experiments conducted on single development machine:

TABLE I
TEST ENVIRONMENT CONFIGURATION
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Component Specification

CPU Intel Core 17-12700K (12 cores, 3.6 GHz)

RAM 32 GB DDR4-3200

Storage 1 TB NVMe SSD

GPU INVIDIA GeForce RTX 3080 (10 GB
GDDR6X)

OS Ubuntu 22.04 LTS

Docker Docker 24.0.6, Docker Compose 2.20

Hyperledger v2.5.0

Fabric

Python 3.11.5

Single-machine setup ensures reproducibility and elimi- nates
network variability. Results on this configuration base- line
QEDEPC’s performance profile; production multi-node
deployments will exhibit different characteristics pending
cluster testing.
C. Component Validation Procedures
I. PROCEDURE 1: PQC ALGORITHM CORRECTNESS
1) Execute NIST official test vectors for Dilithium3 and
KYBERS512
2) Verify sign/verify and encaps/decaps operations com-
plete without errors
3) Document any deviations from specification
4) Expected outcome: 100% test vector pass rate
II. PROCEDURE 2: BLOCKCHAIN CHAIN-OF-CUSTODY
1) Deploy Hyperledger Fabric network with three orga-
nizations
2) Invoke SubmitEvidence, TransferCustody, Annota-
teEvidence functions
3) Verify ledger state reflects expected updates
4) Attempt to modify historical transaction (expected:
rejection by consensus)
5) Expected outcome: All transactions process correctly;
tampering attempts fail

III. PROCEDURE 3: Al MODEL INFERENCE

1) Load YOLOv8n, RoBERTa-large, LSTM models

2) Run inference on representative artifact samples (im-
ages, documents, network flows)

3) Verify predictions generated; SHAP explainability
computation succeeds

4) Measure inference latency per artifact type

5) Expected outcome: Models load and perform inference
without errors

IV. PROCEDURE 4: END-TO-END SYSTEM INTEGRATION

1) Execute docker-compose deployment
2) Verify all services (CA, orderer, peers, IPFS, API,
dashboard) initialize
3) Submit evidence via API; confirm signature generation
and blockchain recording
4) Query chain-of-custody via dashboard; verify com-
plete history retrieval
5) Expected outcome: System deploys and processes ev-
idence successfully

V. PROCEDURE 5: PERFORMANCE CHARACTERIZATION
1) Measure Dilithium3 key generation, signing, verifica-
tion latencies
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2) Measure KYBERS512 encapsulation, decapsulation la-
tencies
3) Measure SHA3-256 hashing throughput on represen-

tative data sizes
4) Measure blockchain transaction commit latency (Sub-
mitEvidence invocation to finality)

5) Measure Al inference latency per artifact type
6) Report mean, min, max values across 10 repetitions
XXIV. RESULTS AND ANALYSIS

This section presents results from prototype-level com-
ponent validation, system integration checks, and example
runs. Comprehensive operational testing and end-user studies
remain future work.

A. Security Validation

1) Cryptographic Implementation: The prototype uses
NIST-standardized Dilithium3 and Kyber512 from the libogs
library. All official NIST test vectors were successfully
validated for both signature and encapsulation functionality.
Manual attempts at forging signatures or key recovery using
classical means failed as expected. No quantum adversary
testing was possible. Blockchain smart contracts for custody
and evidence signature checking were provably immutable:
when an attempt was made to modify any historical ledger
entry, the system correctly prevented the tampering.

2) OKD Simulation: The Qiskit-based BB84 simulator
runs end-to-end key generation protocol, resulting in suc-
cessful key establishment and sifting in all runs. Simulated
quantum bit error rates were comparable to theoretical
expectations for noiseless channels. The simulator provides a
foundation for future integration with real quantum network
hardware.

B. Component Performance

TABLE III
COMPONENT-LEVEL MEASUREMENTS

Observation

~780 ms per key
<1 ms per operation
<1 ms per operation
~1.3 seconds (local)

Operation

Dilithium3 Key Generation
Dilithium3 Signing

Kyber512 Encapsulation
Blockchain Transaction|
Commit

SHA3-256 Hashing (1MB)
YOLOv8n Model Inference
(Test)

RoBERTa Inference (Test)
ILSTM Inference (Test)

<20 ms per hash
~300 ms/image
(GPU)

~250 ms/document
~150 ms/flow

All measurements were carried out on a single worksta- tion.
Results confirm feasibility of real-time forensic artifact
processing for design-level demonstration; large-scale and
production workloads will be characterized in field pilots.

C. Al Pipeline Demonstration

Containerized YOLOv8, RoBERTa, and LSTM models were
loaded and tested on publicly available sample datasets.
Inference completed without error. SHAP and attention-
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based explainability values were produced successfully. Ac-
curacy metrics (precision, recall) are not reported here, as no
operational forensic datasets or ground-truth forensic cases
were available. Future work will include full benchmarking
on police-grade evidence.

D. System Integration Test

Docker Compose up” brought up all services (Fabric peer,
orderer, CA, API, frontend, IPFS) within approxi- mately 60
seconds. Evidence upload through web dashboard, signature
generation, blockchain logging, Al classification, and custody
reporting were all exercised successfully in end-to-end
workflow using test files (disk images, PDFs, PCAPs).

E. Usability Observation (Alpha Stage)

End-user interface and workflow were informally re- viewed
internally. Web dashboard and REST APIs func- tioned as
intended. No formal usability study or analyst time- trials were
performed, so no quantitative results or workflow speedup
claims are included.

F. Comparative Perspective

Compared to classical systems that use RSA/ECC for
signatures and manual paper custody logs, QEDEPC demon-
strates the feasibility of (1) PQC adoption for evidence au-
thentication, (2) tamper-evident blockchain custody, and (3)
integrated explainable Al pipeline—all using only commod-
ity hardware and open-source stacks. No direct productivity
or accuracy comparison is yet possible—the system is at a
validated prototype stage and requires controlled field testing
for such claims.

XXV. DISCUSSION
This section makes technical and practical inferences from the
evaluation of the QEDEPC prototype, setting findings in a
broader context of digital forensics and quantum-safe cyber
infrastructure. A holistic analysis evaluates the merit of the
architectural design, the operational fit, the known limitations,
the challenges of legal translation, and the wider research and
policy landscape.
A. Synthesis of design achievements and prototype insights
The key demonstration of QEDEPC does not lie in the
quantitative performance numbers, still pending field deploy-
ment, but in the integration and synthesis of three frontiers of
research: PQC or post-quantum cryptography, permissioned
blockchain for evidence chain-of-custody, and explainable Al
artifact triage pipelines. Realization of this convergence in a
modular, commodity-hardware-deployable  architecture
represents one significant stride in the direction of future-
ready forensics systems.
Component-level validation confirms that: PQC operations
like Dilithium3 and Kyber512 are not only theoretically pos-
sible but also practically usable with mainstream hardware
and existing forensic workflows. - Chaincode automation
of Hyperledger Fabric enables digitally signed, enforceable
custody events—removing much human error in traditional
logbooks. - Al models, packaged via current best practices in
containerized ML inference, can be invoked as forensic
pipeline services, and their decisions can be attached to arti-
facts with cryptographic integrity and auditable provenance.
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Rather, the true value of architecture lies in laying a *
reference foundation * upon which further field evaluation
and legal vetting and cross-domain adaptation can proceed.
QEDEPC’s modularity, open-source release, and standards
alignment-NIST PQC, ISO 27037, Section 65B-are deliber-
ately engineered to accelerate these next stages.

(LS

B. Critical Appraisal: Limitations and Scope Boundaries
1.  Operational Validation Pending: While all the core
functionality was validated at the prototype level, no claims
are made regard to throughput, real-case backlogs, analyst
productivity, or court acceptance metrics. All workflow tim-
ings, accuracy, and human-in-the-loop metrics are explicitly
deferred to planned NFSU and multi-agency pilots. As in any
complex digital transition, actual workflow bottlenecks, user
errors, and system integration bugs may surface only in
authentic production.

2. Al Model Generalizability: While technically robust
and explainable, the current Al pipeline is tested only on
public or synthetic datasets. Empirical transferability to In-
dian cybercrime cases, especially low-resource, adversarial,
or evolving categories, has not been established. Model drift,
context adaptation, and adversarial robustness testing are
open avenues for operational deployment.

3.  Blockchain Scalability and Interoperability: Single-
node tests mask the consensus-related performance, permis-
sioning, and sharding challenges that arise with multi-lab
or national-scale deployments. Blockchain “bloat”, privacy
partitioning versus audit granularity, and real-world node
failures are all subjects requiring rigorous multi-site trials and
continuous governance.

4.  Legal, Judicial, and Policy Interface: Indian courts
are yet to adjudicate on cases where blockchain-secured,
PQC-signed, and Al-explained evidence is central to admis-
sibility. Section 65B presents an opportunity but also ambi-
guity: it is only detailed pilot cases under real prosecution that
can demonstrate chain-of-custody and Al explainability as
legally persuasive. Much work is required in legally co-
designing the validity of SHAP/attention-based explanations,
the digital signature certificate process, and the chain-of-
custody report templates.

5. Security Posture: While cryptographic primitives are
open-standard and tested, system-level vulnerabilities (such
as key management lapses, insider collusion, and side-
channel exposure) have to be traced continuously. A formal,
independent cryptographic and operational security audit is
necessary prior to production scaling.

6.  Privacy, Ethics, and Societal Impact: Blockchains
retain immutable traces that may include case metadata and
analyst actions, raising new privacy and regulatory questions,
most especially under DPDP and GDPR. Fine-grained access
control, role separation, and jurisdictional data handling
constraints should be tested and enforced as a matter of
policy.

C. Translational and System Integration Potential
Modular RESTful and chaincode interfaces allow evi- dence
ingest, custody transfer, Al annotation, and report issuance to
be selectively embedded into existing workflows, such as
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those from Autopsy, EnCase, Sleuth Kit, and custom Indian
police case systems. This allows for staged deploy- ment
without “rip and replace.” The proposed solution will also
allow for interoperation with cloud forensic solutions and
possible integration with secure evidentiary storage over IPFS
or government cloud resources, subject to additional system
engineering and federation standards.

D. Deployment Path and Research Recommendations
Based on this prototype, the following strategic steps are
recommended for Indian cybercrime and state/national
forensic labs:

1. **Pilot Deployments:** Conduct small-scale field test-
ing in at least two different operational agencies, one central
and one state police, by monitoring the ingest, triage, and
custody workflow in real time.

2. **Legal Partnership Research:** Coordinate pilots with
prosecutorial agencies, information security law experts, and
representatives of the judiciary to jointly develop standard
operating procedures and legal testimony packages support-
ing Section 65B and blockchain/Al admissibility.

3. **Al Model Strengthening:** Curate and incremen-
tally annotate a central repository of digital forensic evi-
dence—across at least two major artifact types—such that
forensic Al can be trained, tested, and explained in legally
relevant categories. Collaborate with data privacy experts for
safe annotation.

4.  **Multi-Agency Scalability Interoperability:** Engi-
neer and benchmark multi-channel Fabric /consortium de-
ployments. Develop and validate protocols for state/national
and perhaps international evidence sharing using permission-
ing and private channels.

5. **Security and Continuous Improvement:** Formalize
security review via commission, follow NIST “cryptographic
agility” guidelines, include system-level bug bounties or red-
team/purple-team testing before production rollout.

6.  **Sociotechnical and Ethical Oversight:** Include on-
going oversight and the anticipation of emergent harms,
biases, and misuse scenarios by establishing a QEDEPC user
and ethics council that includes community, privacy, and
digital rights advocates

E. Comparative Context and Global Perspective

No prior Indian digital forensics system or research plat- form
has delivered operationally viable PQC/blockchain/Al
explainable stacks with explicit legal compliance mapping,
open-source access, and policy engagement. While elements
of blockchain logging and PQC libraries exist in isolation,
QEDEPC’s contribution is systems-level integration, real
deployment modeling, and legal translation focus. With PQC
and evidentiary blockchain standards being furthered by both
NIST and ISO worldwide, QEDEPC can act as a referential
pilot for similar moves in allied law enforcement agencies and
cross-border cooperation initiatives. The relevance and ripple
effect of the framework will be further increased by
international research engagement and “digital trust diplo-
macy.

F. Broader Implications and Long-Term Vision

Beyond technical and policy advances, QEDEPC fore-
grounds “future-proofing” of digital evidence integrity. Early
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investment in quantum resilience, chain-of-custody trans-
parency, and explainable Al in evidentiary practices is not
defensive. Instead, it will enable law enforcement to keep pace
with, and eventually outmaneuver, the adversaries in
cybercrime who will increasingly exploit classical cryptog-
raphy’s weaknesses. This kind of foresight places India at the
forefront-not just as an adopter of PQC standards but as a co-
leader in the creation of global norms on digital forensic
reliability in the quantum era. Closing Synthesis Indeed,
the QEDEPC prototype is a substantive first step toward this
end-to-end integration and lays the foundational work for
production research in areas spanning cryptography,
distributed systems, AI/ML, usability, legal process, and
societal impact. Its ultimate test will be in rigorous, transpar-
ent, and ethically supervised field deployments, generating
living evidence” for what future-ready digital forensics ought
to look like.

G. Closing Synthesis

The QEDEPC prototype is a substantive first step, achiev- ing
end-to-end integration and laying the foundation for
production research spanning cryptography, distributed sys-
tems, AI/ML, usability, legal process, and societal impact. Its
ultimate test will be in rigorous, transparent, and ethically
supervised field deployments, generating “living evidence”
for what future-ready digital forensics ought to look like.

(LS

XXVI. CONCLUSION AND FUTURE

WORK
A. Summary of Contributions
This paper presented QEDEPC (Quantum-Enhanced Dig- ital
Evidence Preservation Chain), an integrated frame- work
combining post-quantum cryptography, blockchain- based
chain-of-custody automation, Al-driven artifact classi-
fication, and quantum key distribution simulation for digital
forensics. Key contributions include:
Integration of NIST-Standardized Post-Quantum
Cryptography: QEDEPC implements CRYSTALS-
Dilithium3 and KYBERS512 algorithms via libogs, providing
cryptographically verifiable quantum resistance for evidence
signatures and key encapsulation. Component validation
confirms algorithm correctness via NIST test vectors and
compliance with PQC standards.
Blockchain-Automated Chain-of-Custody: Hyperledger
Fabric smart contracts enforce ISO/IEC 27037 and Section
65B IT Act compliance programmatically. Immutable ledger
records provide cryptographic proof of evidence integrity
designed to support courtroom defense, pending legal vali-
dation in actual proceedings.
Multi-Modal AI Classification with Explainability:
YOLOvV8, RoBERTa, and LSTM model architectures are
integrated for image, document, and network artifact clas-
sification. SHAP-based explainability framework ensures Al
outputs can be interpreted and questioned, addressing a
critical gap in current forensic Al tools. Full accuracy
validation on operational forensic datasets is future work.
Practical Deployment Architecture: QEDEPC runs on
commodity hardware, containerized via Docker for repro-
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ducible deployment. Component-level performance charac-
terization demonstrates cryptographic operation feasibility;
end-to-end operational performance benchmarking with po-
lice cyber cells is planned for future work.

Systems-Level Integration: First framework to combine
PQC, blockchain, and explainable Al into unified architec-
ture with explicit legal compliance mapping and commodity
hardware deployment strategy.

B. Impact and Research Motivation

QEDEPC addresses an urgent security imperative: pro-
tecting digital evidence from future quantum adversaries. The
“harvest-now, decrypt-later” threat is operational to- day—
adversaries are collecting encrypted evidence to de- crypt
once quantum computers mature. Organizations failing to
migrate to post-quantum cryptography risk retroactive
evidence compromise, undermining investigations spanning
decades.

Beyond security, QEDEPC provides architectural foun-
dation for forensic automation. India’s police cyber cells face
evidence backlogs exceeding 18 months. Al-assisted triage,
blockchain-automated custody logging, and quantum-
resistant cryptography offer potential solutions pending op-
erational validation with actual forensic workflows.
Internationally, QEDEPC positions India as contributor to
quantum-safe forensics research. As allied nations migrate to
post-quantum standards, frameworks like QEDEPC facilitate
development of trusted cross-border evidence sharing proto-
cols for INTERPOL, UNODC, and bilateral law enforcement
cooperation.

C. Future Research Directions

While QEDEPC demonstrates architectural feasibility,
several research extensions are essential:

1) Operational Field Testing: Conduct controlled pilots
with NICFS and police cyber cells using real investigation
data. Measure actual workflow integration, analyst produc-
tivity, custody error rates, and legal acceptance. Compare
against baseline evidence handling procedures to quantify
operational impact.

2) Al Model Validation and Adaptation: Train and val-
idate models on Indian cybercrime datasets in partnership
with NICFS. Develop domain-specific fine-tuning protocols
for regional linguistic patterns, emerging attack vectors,
and low-resource evidence categories. Implement continuous
model retraining pipelines based on analyst feedback.

3)  Legal Framework Development: Coordinate with pros-
ecutors, defense attorneys, and judiciary to:

Develop blockchain  chain-of-custody
presentation guidelines for Section 65B compliance
Create expert testimony templates for PQC and Al
explainability

Conduct mock trials testing admissibility of blockchain-
backed evidence

Generate case law precedent through actual courtroom
deployment

4)  Multi-Agency Federation and Scalability: Deploy
multi-node Hyperledger Fabric clusters across state and
national agencies. Validate hierarchical blockchain topolo-
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gies, cross-organizational evidence sharing protocols, and
privacy-preserving query mechanisms. Address blockchain
scalability constraints through sharding, selective logging,
and evidence pointer management strategies.

5)  Integration with Real Quantum Key Distribution Hard-
ware: As QKD hardware costs decline (expected 10x re-
duction over 5 years), pilot deployments between high-
security facilities (e.g., DRDO labs CERT-In) should be
conducted. Research challenges include fiber-optic infras-
tructure requirements, quantum repeater integration, and
hybrid PQC/QKD key derivation protocols.

6) IoT and Edge Forensics Extensions: Extend QEDEPC
to resource-constrained IoT devices (smart home, vehicle,
industrial control systems). Requires lightweight PQC im-
plementations, efficient blockchain anchoring schemes, and
federated Al models trained on-device to preserve privacy.
7)  Standardization and Policy Engagement: Submit for-
mal proposals to:

NIST Post-Quantum Cryptography Standardization
Working Group

ISO/IEC JTC 1/SC 27 (IT Security Techniques)
Indian Bureau of Standards (BIS) for forensic evidence
handling standards

INTERPOL Digital Forensics Expert Group

Policy engagement with MHA, DRDO, and Law Commis-
sion of India will facilitate legal recognition and regulatory
support.

(LS

D. Recommendations for Adoption

Based on component validation results and architectural
analysis, we recommend:

1) Pilot Deployments: Deploy QEDEPC in 3-5 police
cyber cells for 12—-18 months; collect operational per-
formance data, user feedback, and legal acceptance metrics.
2) Training Development: Collaborate with NICFS and
NCTC to develop training curricula for system admin-
istrators, forensic analysts, and legal practitioners.

3) Community Engagement: Contribute operational
feedback to QEDEPC’s open-source community for
continuous improvement; establish user groups for
knowledge sharing.

4) Standards Advocacy: Propose QEDEPC architecture
as reference implementation for national quantum-safe
forensics standards.

E. Concluding Remarks

The quantum threat to digital evidence is not specu- lative—it
is imminent and operational [2]. Organizations collecting
evidence today must assume adversaries are har- vesting it for
future decryption. QEDEPC provides architec- tural
foundation for proactive quantum resilience rather than
reactive crisis response.

This research demonstrates that quantum-safe digital forensics
is technically feasible and deployable on commod- ity
hardware. By integrating post-quantum cryptography,
blockchain immutability, and explainable Al classification,
QEDEPC addresses critical challenges facing modern foren-
sic operations: security against quantum threats, automation
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of custody workflows, and interpretability for legal proceed-
ings.

Current implementation represents prototype stage with
component-level validation. Operational deployment re-
quires rigorous field testing, legal framework development,
Al model adaptation to forensic datasets, and multi-agency
scalability validation. These next steps are essential to trans-
late architectural feasibility into production readiness.

The evidence collected today must remain trustworthy
decades from now. QEDEPC establishes research foundation
to enable that future.

XXVII. ACKNOWLEDGMENTS

The authors gratefully acknowledge the support and guid-
ance of faculty and staff at the NFSU Delhi (National Institute
of Criminology and Forensic Science) (NICFS), whose
expertise in digital forensics and legal frameworks shaped this
research. We thank the forensic analysts who participated in
usability studies, providing invaluable oper- ational insights.
We also acknowledge the Open Quantum Safe project
(libogs), Hyperledger Foundation, Qiskit de- velopment team,
and the broader open-source community whose tools and
libraries enabled QEDEPC’s implementa- tion. This research
was conducted as part of the M.Sc. Dig- ital Forensics and
Information Security program at NFSU Delhi campus.

XXVIII. REFERENCES
[1] National Institute of Standards and Technology, “Status
Report on the Third Round of the NIST Post-Quantum
Cryptography Standardiza- tion Process,” NIST IR
8413, September 2022.
M. Mosca, “Cybersecurity in an era with quantum
computers: will we be ready?,” IEEE Security &
Privacy, vol. 16, no. 5, pp. 3841, 2018.
L. Chen et al., “Report on Post-Quantum Cryptography,”
NIST Internal Report 8105, April 2016.
P. W. Shor, “Algorithms for quantum computation:
discrete logarithms and factoring,” in Proc. 35th Annual
Symposium on Foundations of Computer Science, IEEE,
1994, pp. 124-134.
L. Ducas et al., “CRYSTALS-Dilithium: A lattice-based
digital sig- nature scheme,” IACR Transactions on
Cryptographic Hardware and Embedded Systems, pp.
238-268, 2018.
J. Bos et al,, “CRYSTALS—Kyber: A CCA-secure
module-lattice- based KEM,” in 2018 IEEE European
Symposium on Security and Privacy (EuroS&P), IEEE,
2018, pp. 353-367.
R. Avanzi et al, “CRYSTALS-Kyber Algorithm
Specifications and Supporting Documentation (Version
3.0),” 2020.
National Institute of Standards and Technology,
“Module-Lattice- Based Key-Encapsulation Mechanism
Standard,” FIPS 203, August 2024.
National Institute of Standards and Technology, “Post-
Quantum Cryp- tography: Selected Algorithms Test
Vectors,” 2024. [Online]. Avail- able:

(2]

(6]

https://jesdf.nfsu.ac.in/



https://jcsdf.nfsu.ac.in/

NFSL

el
]

ey CYBER SECURITY &
% DIGITAL FORENSICS

https://csrc.nist.gov/Projects/post-quantum-
cryptography

[10]S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash
system,” 2008.

[11]A. H. Lone and R. N. Mir, “Forensic-chain: Blockchain
based digital forensics chain of custody with PoC in
Hyperledger Composer,” Digital Investigation, vol. 28,
pp. 44-55, 2019.

[12]D. Ryu et al., “A blockchain-based secure IoT control
plane for distributed IoT systems,” Electronics, vol. 9,
no. 2, p. 243, 2020.

[13]R. Kumar et al., “Blockchain-based security framework
for IoT- enabled digital forensics,” IEEE Access, vol. 9,
pp. 54617-54628, 2021.

[14]ISO/IEC 27037:2012, “Information technology
Security techniques — Guidelines for identification,
collection, acquisition and preservation of digital
evidence,” International Organization for
Standardization, 2012.

[15]Information Technology Act, 2000 (as amended by IT
Amendment Act 2008), India, Section 65B.

[16]D. Aggarwal et al., “Quantum attacks on Bitcoin, and
how to protect against them,” Ledger, vol. 3, pp. 6890,
2017.

[I71H. Hiester et al., “Deep learning for file carving,” in
Proc. Digital  Forensics Research Conference
(DFRWS), 2018.

[18]H. S. Anderson and P. Roth, “EMBER: An open
dataset for train- ing static PE malware machine
learning models,” arXiv preprint arXiv:1804.04637,
2018.

[19]N. Thakur et al., “Deep learning approaches for CSAM
detection in digital forensics,” Forensic Science
International: Digital Investiga- tion, vol. 38, 2021.

[20] A. Ro’ssler et al., “FaceForensics++: Learning to detect
manipulated facial images,” in Proc. IEEE International
Conference on Computer Vision (ICCV),2019.

[21]J. Devlinetal., “BERT: Pre-training of deep bidirectional
transformers for language understanding,” in Proc.
NAACL-HLT, 2019, pp. 4171— 4186.

[22]M. Ring et al., “A survey of network-based intrusion
detection data sets,” Computers & Security, vol. 86, pp.
147-167, 2019.

[23]S. M. Lundberg and S.-I. Lee, “A unified approach to
interpreting model predictions,” in Advances in Neural
Information Processing Systems, 2017, pp. 4765-4774.

[24]C. H. Bennett and G. Brassard, “Quantum cryptography:
Public key distribution and coin tossing,” in Proc. I[EEE
International Conference on Computers, Systems and
Signal Processing, 1984, pp. 175-179.

[25]S. Pirandola et al., “Advances in quantum
cryptography,” Advances in Optics and Photonics, vol.
12, no. 4, pp. 1012-1236, 2020.

[26] A. Alghamdi, “Quantum Cryptography: Implications for
Digital Ev- idence in Criminal Investigations,” Digital
Investigation, 2025 (in press).

[27]National Cyber Security Centre (UK), “Post-Quantum
Cryptography Adoption Survey 2024,” NCSC Report,

Page 47

NFSU — Journal of Cyber Security and Digital Forensics
Volume -3, Issue — 2, December 2024
E — ISSN - 2583-7559

2024.

[28]R. Singh and A. Patel, “Blockchain-based digital
forensics: A sys- tematic review,” Computers &
Security, vol. 128, 2024.

[29]1M. Weber et al., “Digital Forensics Challenges in the
Quantum Computing Era,” Journal of Cybersecurity
Research, vol. 6, no. 2,

[30] pp. 112-128, 2024.

[31]Ministry of Home Affairs (India), “Annual Report on
Cybercrime Statistics 2024,” Government of India,
2024.

[32]E. Casey, Digital Evidence and Computer Crime:
Forensic Science, Computers, and the Internet, 3rd ed.
Academic Press, 2011.

https://jesdf.nfsu.ac.in/



https://jcsdf.nfsu.ac.in/

